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Abstract. This article examines pre-service teachers’ data agency, defined as the ability to 
act according to one’s own values and goals rather than being directed by algorithmic sys-
tems. Data agency involves understanding how computational systems, such as algorithms, 
data-driven profiling, and platform infrastructures, collect, process, and use data, and how 
these practices shape individuals and society. This article introduces a self-assessment 
instrument developed to measure data agency and applies it to a sample of 163 Finnish 
pre-service teachers. The findings show that pre-service teachers evaluated their compe-
tencies across different dimensions of data agency rather cautiously. The study highlights 
the importance of strengthening future teachers’ understanding of the mechanisms behind 
algorithmic and data-driven decision-making. Such knowledge is increasingly essential 
for preparing future teachers to address challenges related to datafication, including com-
mercial data collection and algorithmic influencing in contemporary education.

Keywords: data agency, datafication, pre-service teacher, survey, social media literacy, AI 
literacy, AI education.

1.	 Introduction

Before the 2010s, it was common to say that the age of algorithms would require people to 
acquire new programming-oriented mindsets, such as algorithmic thinking (Harel, 2004), 
procedural thinking (Papert, 1980) or computational thinking (Wing, 2006). Many types 
of literacy were suggested as essential additions to the K-12 curriculum, such as proce-
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dural literacy (Sheil, 1980), computational literacy (diSessa, 2000), literacy in algorithmic 
reasoning (Culbertson, 1986), proceduracy (Vee, 2010) and fluency with information tech-
nology, or IT (NRC Committee on Information Technology Literacy, 1999; see also Tedre 
and Denning, 2016). On the emerging horizon of new societal challenges, research pointed 
out how information systems shape various aspects of life, including work (Zuboff, 1988), 
worldviews (Bowker & Star, 2000), identity formation (boyd, 2015) and social bonds 
(boyd & Ellison, 2007). Discussions of concepts like information literacy, media literacy 
and digital literacy, among many others (Bawden, 2001), emphasised the knowledge and 
skills necessary in a looming information society (Castells, 1996). 

As the datafication of society progressed, attention shifted from data-processing tools (e.g. 
the computer) and data-transforming processes (the algorithm) to data itself (Hintz et al., 
2018; Zuboff, 2019). Advances in pervasive computing, data-intensive analysis, cloud 
computing, social media, and the Internet of Things facilitated unparalleled tracking and 
profiling capabilities and offered granular insights into individual behaviours (Swan, 2012; 
Zuboff, 2019). While developments in collecting and analysing sensitive data at a massive 
scale have been noteworthy, the actual achievement lies in automating decision-making us-
ing this data and transforming raw data into actionable insights, often at the user’s expense. 
Concepts like data literacy and information privacy were proposed as essential knowl-
edge and skills for understanding the processes of amassing substantial data – covering 
locations, moods, preferences, and even personal secrets – as individuals interacted with 
everyday digital platforms (Bowler et al., 2017; Swan, 2012). A massive, interdisciplinary 
body of research on data and information privacy contributed to understanding the gradual 
loss of privacy from perspectives of rights, commodities, and control (Smith et al., 2011). 

At the same time, as nuances of data literacy gained recognition across various domains 
(Bowler et al., 2017; Cui et al., 2023; Hintz et al., 2018; Ridsdale et al., 2015), an increas-
ing number of scholars advocated for a more profound transition towards data-related 
agency (Tedre et al., 2020; Kennedy et al., 2015; Lehtiniemi & Haapoja, 2020; Lupton & 
Williamson, 2017). Data agency refers to people’s volition and capacity to take informed 
actions that make a difference in their digital world (Vartiainen et al., 2021). It encom-
passes the ability to regulate what data traces one leaves, affect their processing and their 
consequences, weigh and offset trade-offs in using data-driven services, identify and work 
out associated ethical, legal and societal problems and engage in online activities without 
risking safety and security (Vartiainen et al., 2021; Kennedy et al., 2015). Data agency has 
been linked with the ability to control information flows, manipulate them and use them 
wisely (Selwyn and Pangrazio, 2018) and especially to resist behaviour engineering, tar-
geted advertisements and manipulative influencing (Valtonen et al., 2019). 

Data agency has also become an important topic in education (Valtonen et al., 2019). The 
datafication of society and the adoption of social media have placed even young children in 
the middle of datafied society (boyd, 2015; boyd & Marwick, 2011; Davis & James, 2013; 
Hargittai & Marwick, 2016; Lapenta & Jørgensen, 2015; Lievens et al., 2019; Raynes-
Goldie, 2010; Selwyn & Pangrazio, 2018; Stoilova et al., 2019). Understanding and learn-
ing about mechanisms of datafication has become crucially important for children begin-
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ning to develop their data agency, related security mindsets and personal data strategies 
(Lupton & Williamson, 2017). These themes pose new areas and challenges for schools, 
teachers, and teacher training. In alignment with the core curriculum of Finland (Finnish 
National Board of Education, 2014), students need to be active participants in a democratic 
society, able to think critically about and contribute to shared societal issues, as well as 
to areas where datafication and active agency play important roles. Again, this poses new 
expectations for teachers and teacher training and questions about teachers’ readiness and 
data agency.

From the perspective of computing education, data agency is not a civic competence or a 
media literacy competence, but essentially a computational one (Berland & Garcia, 2024).  
Understanding how data are generated, collected, clustered, analyzed, and used in sys-
tems requires familiarity with core computing concepts, such as algorithms, data models, 
recommender systems, and automated decision-making (Höper & Schulte, 2024).  A lack 
of such understanding limits learners’ ability to exercise agency in datafied environments 
(Höper & Schulte, 2024).  As international and national curricula increasingly address 
topics related to AI, platformization, and algorithms (e.g., Miao, 2022; Miao & Shiohira, 
2024), teachers’ own data agency becomes a key prerequisite for meaningful computing 
education.

Although little is known about pre-service teachers’ experiences, they play a crucial role in 
translating data literacy and agency into educational practice (Vartiainen et al., 2021). Ac-
cordingly, this research examines data agency from the perspective of pre-service teach-
ers by introducing an instrument to measure it. Many assessment instruments exist for 
concepts such as data literacy and information privacy (see reviews by Cui et al., 2023; 
Smith et al., 2011), but for datafication and data agency research, a more focused and con-
textually relevant instrument is needed. This article presents a self-evaluation instrument 
grounded in key literature on datafication and data agency and reports perceptions of data 
agency among 163 Finnish pre-service teachers.

2.	 Theoretical framework

Growing amounts of data about people’s everyday activities are harvested by commercial 
digital platform providers (Kitchin, 2012). Combined with AI, these data influence and 
affect people’s decisions and choices, typically without their realisation (e.g. Hendricks 
& Vestergaard, 2018; Valtonen et al., 2019; Zuboff, 2015). This development undermines 
individuals’ agency as they are unaware of this influence on their actions. 

The concept of agency originates from sociology and psychology (see Bandura, 2001; 
Emirbayer & Mische, 1998). From the perspective of social cognitive theory, agency is 
understood as intentionality, including action plans and regulatory strategies for imple-
menting them (Bandura, 2001). From the perspective of sociocultural theories, agency 
is seen as goal-driven activities and decision-making mediated by certain sociocultural, 
technological and material circumstances that shape or constrain human agency (Wertsch, 
2007). Data agency goes beyond data and information literacy by highlighting the need 
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for individual volition, autonomy and capability for informed actions (Tedre et al., 2020; 
Vartiainen et al., 2021; Lehtiniemi & Haapoja, 2020). 

Information and data literacies focus on the ability to locate, evaluate, interpret, and use 
information and data effectively. Data agency in turn goes beyond comprehension empha-
sizing one’s control, decision-making, and ethical engagement in data-intensive environ-
ments. Data agency refers to individuals’ abilities to make their own acknowledged choices 
and decisions, while being influenced by algorithmic systems and data-driven platforms. 
It emphasises awareness of the role of data collected from users as part of personalised 
commercial online environments and media, influencing choices and decision-making, 
strategies and tactics (Kennedy et al., 2015), power and participation (Selwyn & Pan-
grazio, 2018; Wenger, 2023) and active control of personal data (Lehtiniemi & Haapoja, 
2020). Data agency can be seen as a multidimensional entity, demanding that individuals 
have the understanding, skills, and attitudes necessary to influence and adjust the ability 
of different online platforms to collect and use the data they leave behind (Vartiainen et 
al., 2021; Kennedy et al., 2015; Lehtiniemi & Haapoja, 2020; Selwyn & Pangrazio, 2018). 
This article focuses on three elements (Figure 1) important for agency (Bandura, 2001, 
2018; Emirbayer & Mische, 1998) in the context of the digital world: understanding and 
awareness, skills and capabilities, and attitudes.

Figure 1: Three elements of the Data Agency.
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2.1	 Element 1: Understanding and awareness

Understanding some key dynamics and mechanisms of social media and other key players 
in the datafication of society is a rationale behind many initiatives for personal data lit-
eracy, AI literacy and many other new literacies (e.g. Höper & Schulte, 2023). People often 
provide their data unconsciously and with little understanding of the value of those data 
and their possible uses (Tedre et al. 2020), while platform providers see data as a highly 
valuable asset for commercial and political actors (van Dijck, 2013). There is evidence that 
youth may unwittingly provide personal or even sensitive data without comprehending 
the extent of its collection and use (Tedre et al., 2020; Keen, 2020; Lapenta & Jørgensen, 
2015; Selwyn & Pangrazio, 2018). Understanding and awareness of datafication raises 
knowledge of data collection and application in everyday life. Consider how people’s on-
line actions create data, or how those data are analysed and used for various purposes such 
as profiling, modelling, recommending and influencing (Bowler et al., 2017; Pangrazio 
& Selwyn, 2019; Valtonen et al., 2019). Understanding the lifecycle of data, the ubiquity 
of its collection and the ways it can be used for various purposes is a prerequisite for in-
formed choices, decisions and, importantly, agency. It is key to recognising influencing 
attempts and mis/dis/mal information (Carmi et al., 2020) and discovering when and how 
one’s data are used in large-scale and data-driven systems (Wenger, 2023). 

The understanding and awareness of datafication has many dimensions. It includes, for 
example, understanding the price of the free applications and how personal data are turned 
into commodities to be sold. This is a prerequisite for informed actions and personal data 
strategies. It includes understanding how the data collected through free applications and 
entertainment enable powerful measures, such as profiling, targeted marketing, behav-
iour engineering, fake news and targeted disinformation (Carmi et al., 2020; Hendricks 
&Vestergaard, 2018; Kramer et al., 2014). Like-minded media amplify political polarisa-
tion based on similar online preferences (Kubin & von Sikorski, 2021). Understanding the 
logic of datafication is needed for understanding the possibilities of influencing (commer-
cial, political, religious or other) for critical positions towards personalised content and for 
agency in the digital world. 

2.2	 Element 2: Self-efficacy

Studies on agency highlight self-efficacy, self-beliefs about the capacity to conduct cer-
tain activities, as a central element (Bandura, 1982). In data agency, self-efficacy refers to 
people’s beliefs in their ability to influence their online presence, data traces, social media 
visibility and privacy settings. Such abilities are central to people’s data strategies (Selwyn 
& Pangrazio, 2018). Skills that underlie data agency enable young people to employ strate-
gies to shape their social presence on social media and the Internet (see Davis & James, 
2013; Hargittai & Marwick, 2016; Tufekci, 2008). They facilitate agency and reflexivity, 
giving people a voice and power in the data-driven world (Couldry & Powell, 2014). They 
are essential for data activism and for re-articulating old notions such as democracy and 
participation (Baack, 2015; Lehtiniemi & Haapoja, 2020). Data-related skills enable data 
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activists to turn datafication from a tool of oppression into a means to achieve their goals 
(Baack, 2015). 

Based on previous studies, it seems that youth are skilled in defining their online visibility 
and presence (see Davis & James, 2013; Hargittai & Marwick, 2016; Tufekci, 2008). Their 
tactics vary by service and social context, including friends-only settings and account-
switching (boyd & Marwick, 2011; Davis & James, 2013; Hargittai & Marwick, 2016). 
In the latter, individuals use different platforms for different social circles and purposes: 
for instance, Facebook for family and social purposes, Instagram for friends and entertain-
ment purposes and Twitter for broader social and informational engagement (Pelletier et 
al., 2020). In the former, youth often apply ‘friends-only’ settings to restrict the visibility 
of their posts to a select group, thereby controlling their data’s exposure (boyd & Marwick, 
2011; Davis & James, 2013; Hargittai & Marwick, 2016; Marwick & boyd, 2014; Tufekci, 
2008). Furthermore, many account-switch or use pseudonyms to compartmentalise dif-
ferent personas they want to maintain, such as a student persona and a hobbyist persona 
(Davis & James, 2013; Hargittai & Marwick, 2016). Others enter incorrect details (Davis 
& James, 2013), remove or block individuals (Stoilova et al., 2020), erase wall posts, com-
ments and tags (Davis & James, 2013; Raynes-Goldie, 2010) and employ language and 
imagery understood only within a certain social circle (Marwick & boyd, 2014). 

These acts show that youth seem to be rather well-equipped to shape their social presence 
and appearance online. Still, the challenge from the perspective of the data agency is that 
youth tend to spend more effort on managing their online visibility and social reputation 
among peers, friends, and family than on the risks posed by commercial tracking and data 
harvesting (boyd, 2015; Keen, 2020; Lapenta & Jørgensen, 2015). 

2.3	 Element 3: Attitude

Agency requires an individual to adopt a certain attitude towards a phenomenon or behav-
iour (Eteläpelto et al., 2013). Within the datafied society, appreciation and indifference to-
ward personal data constitute the third area of data agency. Privacy- and security-oriented 
attitudes – especially context-dependent concerns – play a role in digital data management 
(Acquisti et al., 2015; Hargittai & Marwick, 2016; Selwyn & Pangrazio, 2018). Context-
specific concerns and worries shape the ongoing privacy calculus of the daily trade-offs 
one must make between privacy and access to services (Acquisti et al., 2015). They range 
from context-specific and individual concerns, such as mobile media users’ informed 
stances towards the use of their data (which facilitate conscious forms of data agency) 
(Selwyn & Pangrazio, 2018), to abstract values and ideals, such as those underlying the 
open data movement (Baack, 2015). 

Young people tend to be more concerned about social privacy over commercial tracking 
(boyd, 2015; Keen, 2020; Lapenta & Jørgensen, 2015; Lievens et al., 2019). The role of 
commercial tracking and its possibilities are not viewed as such a risk that it requires much 
concern (boyd, 2015; Keen, 2020; Lapenta & Jørgensen, 2015). Research on the com-
mercial dimensions of online privacy has shown that youth take precautionary measures 
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to limit commercial tracking. However, these actions are often less common than what is 
executed on a personal level (Hargittai & Marwick, 2016). Lievens et al. (2019) explained 
this by the immediacy of interpersonal privacy risks compared to the long-term, often 
more indistinct implications of commercial data collection. On the commercial front, al-
though some youth engage in practices like using incognito browser modes and plugins 
that prevent tracking or deleting cookies, these actions often occur alongside an accep-
tance that personalised data-based advertisements are an acceptable trade-off for free ac-
cess to desired online services (Lapenta & Jørgensen, 2015; Selwyn & Pangrazio, 2018). 
The indifference has even been described as apathy over commercial dimensions of online 
privacy (Hargittai & Marwick, 2016; Selwyn & Pangrazio, 2018). Youth often perceive 
data privacy as the obligation of the platform providers, and end-user license agreements, 
typically written in confusing legal jargon (Lapenta & Jørgensen, 2015), are seldom read 
(Keen, 2020; Lapenta & Jørgensen, 2015; Selwyn & Pangrazio, 2018). It has been noted 
that young people often view platforms and service providers as non-judgmental and in-
nocuous, leading them to lower their guard against data collection (Keen, 2020). Research 
has suggested that the normalisation of ubiquitous data collection across all sectors of life 
fuels indifference, apathy and cynical views about its unavoidability in commercial pri-
vacy (Hargittai & Marwick, 2016; Selwyn & Pangrazio, 2018).

These three areas, understanding and awareness of data, skills and capacities for active and 
autonomous actions, and attitudes towards collecting personal data, create the data agency 
framework. These areas align with traditional computing education goals of helping learn-
ers understand how algorithmic and AI-driven systems can transform data into decisions, 
and how these systems can be interrogated, designed, and resisted. Data agency connects 
classical computational thinking and data-driven thinking with ethical reasoning, critical 
data literacy, and participation in datafied societies. The following section describes ap-
proaches for operationalising this framework into a questionnaire capable of measuring 
perceptions of data agency. 

3.	 Methodology

This research aims to develop a self-evaluation instrument for measuring pre-service 
teachers’ data agency and their perceptions of it. It is distilled from previous literature 
focusing on three main elements of data agency: understanding and awareness of data, 
skills and capacities for active and autonomous actions, and attitudes towards the value of 
personal data. The instrument was designed to emphasise individuals’ conceptions of their 
data agency. The research questions were: 

1.	 What are the psychometric properties of the self-report instrument synthesised 
from the literature for measuring pre-service teachers’ data agency?

2.	 How do pre-service teachers perceive their data agency through the three elements?

3.	 What kinds of differences between pre-service teachers can be identified? 

4.	 How are data agency areas related to each other?
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The results will assess the need for developing a data agency during pre-service teacher 
training. 

3.1	 Instrument design

The instrument’s design was based on previous articles in the field of computing education 
targeting data agency (Vartiainen et al., 2024; Tedre et al., 2020) with previous defini-
tions of the topic, including, e.g., algorithmic influencing, data collection mechanisms, and 
data-driven platforms, used as a starting point. The definitions were deepened with current 
literature about AI literacy, data ethics, and algorithmic fairness, to better conceptualise 
the areas of data agency. After this, the areas were further operationalised as statements 
measuring the three main areas. The survey instrument was developed in Finnish, which 
is the participants’ primary language of the target group. The English translation, reported 
in this article, was carried out by researchers familiar with the research domain to ensure 
semantic and conceptual equivalence with the original Finnish items. These processes 
were conducted in collaboration with a team of experts from education, teacher training 
and computer science. The creation of statements produced a pool of items. This article 
describes the testing of the instrument’s psychometric properties using confirmatory factor 
analysis (CFA). After the CFA, the final factors were formed and named (Table 1). 

Table 1: Items in the data agency instrument

Category Statements 

U
nd

er
st

an
di

ng
 a

nd
 A

w
ar

en
es

s

Recognising 
Influencing 
(RI)

In social media:
•	I often notice content that I recognise as being intentionally targeted at 

me.
•	I often come across various content that aims to influence my political 

views.
•	I often notice content that aims to influence my values.
•	I receive a lot of content intended to affect my actions.

Understanding 
the Uses of 
Data (UUD)

•	I know how social media collects information about me.
•	I understand the purposes for which the information collected about me 

can be used.
•	The revenue models of social media companies are familiar to me.

Se
lf-
E
ffi
ca
cy

Handling Data 
Collection 
(HDC)

•	I am able to influence the amount of information collected about me on 
social media.

•	I can influence the ways in which my personal information collected on 
social media is used commercially.

•	I actively influence how social media services obtain information about 
me.

Defining So-
cial Visibility 
(DSV)

•	I carefully define who gets to see my posts.
•	I often limit the visibility of my own profile on social media services.
•	I do not dare to put my personal information on social media.
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Category Statements 
A

tt
itu

de
s 

Personal Data 
Privacy (PDP)

•	I often worry about data privacy issues on social media.
•	I consider putting my personal information on social media a risk.
•	I am concerned that information about me and my posts can be used 

inappropriately.
•	Protecting the privacy of other users on social media is important to me.
•	I try to minimise the amount of information collected about me on social 

media.
•	I am willing to give up information about my private life in order to get 

free social media services.

Privacy 
Trade- Offs 
(PTO)

•	I find the collection of my user data on social media acceptable.
•	I think it is acceptable for information collected about me on social 

media to be resold.
•	Giving up information about my private life is a suitable compensation 

for free social media services.
•	Social media services have the right to sell personal information about 

me to fund their operations.

3.2	 Data collection

Research data were collected from 163 mainly second-year pre-service teachers  
(Nfemale = 133, 82%; Nmale = 27, 16%; Nother = 3, 2%) who voluntarily participated from 
the University of Eastern Finland. The participants’ ages ranged between 18 and 55 
(Mage = 24.2). Data were collected during a teacher training course named Societal Ap-
proaches in Science and History Education. The course falls under the umbrella of so-
called multidisciplinary studies in Finnish teacher training covering the various subject 
areas taught in elementary schools (grades 1 to 6), including arts, music, history, math-
ematics, geography, Finnish and literature. Completing these multi-disciplinary studies is 
mandatory to teach students in grades 1 to 6. Data were collected via electronic question-
naires that contained 23 statements for six different areas (Table 1). Each participant was 
fully briefed on the aspects of their involvement, including ethical issues, methods of ana-
lysing the data and the purposes of the study. All participants gave consent. Participation to 
the study did not impact course completion or final grades. According to the guidelines of 
the Finnish National Board on Research Integrity (TENK), this study did not require prior 
ethics committee review, as all participants were adults, participation was voluntary, and 
informed consent was obtained within the questionnaire. Only limited demographic infor-
mation, age, gender, and year of study were collected. The dataset was stored on an access 
restricted university server and handled in accordance with the University of Eastern Fin-
land’s data protection and GDPR guidelines (https://www.uef.fi/en/data-protection).
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3.3	 Data analysis

In order to assess the psychometric properties (RQ1) of the Data Agency instrument, the 
factor structure was evaluated by conducting a CFA using Jamovi 2.7.6 (Rosseel, 2012) 
software. The six-factor measurement model (see Appendix 1) was constructed to assess 
the instrument’s structure. The model was estimated using the robust weighted least squares 
(WLSMV) method as it is suggested to be more suitable for Likert type variables and the 
data were moderate non normally distributed (Appendix 1. Table 2; Madria’s skewness p< 
0001,  kurtosis p=0.059). Furthermore, the model fit was assessed with robust fit indexes. 
The CFA fit of the model was assessed with the following goodness-of-fit indicators: the 
Tucker-Lewis index (TLI; Tucker & Lewis, 1973), the comparative fit index (CFI; Bentler, 
1990), and the root mean square of the approximation (RMSEA; Steiger & Lind, 1980). A 
CFI or TLI larger than 0.95 was considered good, and 0.90–0.95 was considered mediocre 
(Hu & Bentler, 1999). An RMSEA (including 90% confidence intervals [90% CI]) smaller 
than 0.05 was considered excellent, and 0.06–0.08 was acceptable (Collier, 2020).  To 
evaluate the internal consistency of the data agency factors, Cronbach’s alpha (α) values 
were calculated for individual scale items. According to Nunnally and Berstein (1994), α 
approaching .70 or higher is acceptable. Furthermore, the skewness and kurtosis values 
were calculated to assess the normality of the constructed factors. In order to study pre-
service teachers’ perceptions of the data agency areas (RQ2), the descriptive statistics were 
reported, mean values and standard deviation. To further explore the differences among 
pre-service teachers (RQ3) k-means cluster analysis was conducted. K-means cluster anal-
ysis is typically conducted with different numbers of clusters to identify a solution that is 
the most meaningful for the purposes of the research (Jain, 2010). In this case, we tested 
two- and three-cluster solutions and ended up with a two-cluster model. Finally, to study 
the relations between data agency elements (RQ4), the Pearson correlation coefficients 
were calculated. 

4.	 Results

The CFA measurement model for the six constructs (Appendix 1) achieved an acceptable, 
yet mediocre, fit after allowing some error terms to correlate. The fit indexes were χ2= 
244; df=215; P=0.086 and χ2/df=1.135. As the chi-square test is sensitive to sample size 
(Collier, 2020), it was interpreted with caution. The robust fit indexes were TLI=0.886, 
and CFI =0.903, suggesting a mediocre fit (fit indexes near 0.9, Collier (2020); not reach-
ing good fit 0.95, (Hu & Bentler 1999). The RMSEA=0.057 (90% confidence interval: 
[0.039,0.073]) with an RMSEA below 0.06 indicating a good fit (Hu & Bentler, 1999). 
The loadings of the items to the factors were mostly near 0.70, indicating that the model 
explained 50% of the variable’s variance (Collier, 2020).

Cronbach’s alpha value, as well as McDonald’s ω, is between 0.67 and 0.77, indicating 
adequate internal consistency for each factor (Table 2). The skewness and kurtosis values 
settled between -1 and 1, showing that data aligns sufficiently with a normal distribution 
(Tähtinen et al., 2020). 
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Table 2. Cronbach alpha (α), skewness and kurtosis

Factors α ω Skewness Kurtosis
Recognising Influencing (RI) .746 .784 -,348 ,242
Understanding the Uses of Data (UUD) .702 .725 ,105 -,341
Privacy Trade-Offs (PTO) .757 .754 ,926 ,650
Personal Data Privacy (PDP) .678 .675 -,270 ,229
Handling Data Collection (HDC) .679 .701 ,091 -,033
Defining Social Visibility (DSV) .673 .664 -,601 -,068

The mean values were rather moderate, with a variance from 1.87 to 3.71, and the differ-
ence between the highest and lowest assessments was 1.86 (Table 3). Similarly, the stan-
dard deviations varied from 0.63 to 0.96, indicating relatively small differences between 
respondents. 

Table 3. Means and standard deviations

M (SD)
Recognising Influencing (RI) 3.71 (0.76)
Understanding the Uses of Data (UUD) 3.12 (0.85)
Privacy Trade-Offs (PTO) 1.87 (0.63)
Personal Data Privacy (PDP) 3.40 (0.73)
Handling Data Collection (HDC) 2.71 (0.78)
Defining Social Visibility (DSV) 3.57 (0.96)

Note. Likert-type scale (5=completely agree/4=agree/3=neither agree nor disagree/2=disagree/1=completely 
disagree).

The highest assessments (indicating areas of comparatively higher confidence) were for 
the factors Recognising Influencing (mean 3.71) and Defining Social Visibility (mean 
3.57). However, even though these assessments scored the highest, the results showed that 
respondents were not very confident in these areas. Conversely, the lowest assessments 
were for the Privacy Trade-Offs (Mean 1.87) and Handling Data Collection (Mean 2.71). 
The Privacy Trade-Offs, with the lowest assessments, can be seen as a rather positive 
signal, suggesting that respondents value the privacy of their data. Altogether, it may be 
assumed that the mean values close to three within nearly all measured areas mean that the 
topics were not that familiar to the respondents, as shown by their cautious assessments.  

The respondent profiles and differences between respondents can be seen more clearly 
within Figure 2 showing two clusters. The first cluster consists of 69 respondents and the 
second cluster 83 respondents. The two-cluster solution indicates that the assessments are 
almost at the same level for both clusters, i.e., the difference between respondents was 
small. Within the factors of Recognising Influencing, and Handling Data Collection, the 
differences are minimal. The biggest differences were in Defining Social Visibility sug-
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gesting that pre-service teachers perceived differently their abilities to affect their appear-
ance online, how their activities are shown for other users. Similarly, understanding the 
purposes of using the data collected from them causes more variation. 

Figure 2. Data Agency Profiles.

Correlations between measured areas provide insights into the nature of data agency and 
how different areas are related to each other (Table 4). The correlations among the three 
main areas (understanding and awareness, self-efficacy and attitudes) are not as expected. 
The correlations between Recognising Influencing and Understanding the Uses of Data 
(r=.45) and between Personal Data Privacy and Privacy Trade-Offs (r= -.45) are as expect-
ed, and correlations are moderate. The two self-efficacy factors (Handling Data Collection 
and Defining Social Visibility) do not correlate, indicating that they are two separate areas. 
Interestingly, the strongest correlation (r=.61) is between Understanding the Uses of Data 
and Handling Data Collection. This suggests that these areas are perceived similarly. Also, 
a moderate correlation (r = .36) was found between Defining Social Visibility and Personal 
Data Privacy.
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Table 4. Correlations between Data Agency areas

Recognising 
Influencing

Understanding 
the Uses of Data

Privacy 
Trade-Offs

Personal 
Data Privacy

Handling Data  
Collection

Understanding the Uses 
of Data .45**

Privacy Trade-Offs .06 .21*
Personal Data Privacy .24* -.04 -.45**
Handling Data Collection .25* .61** -.10 .29*
Defining Social Visibility .10 -.10 -,14* .36** .06

**. Correlation is significant at the 0.01 level, * significant at 0.05 level (2-tailed).

5.	 Discussion

This paper aimed to introduce a questionnaire for measuring pre-service teachers’ data 
agency and provide insights on their self-assessments from this perspective. The question-
naire was developed based on previous studies and definitions of data agency (Tedre et 
al., 2020; Vartiainen et al., 2021; Kahila et al., 2024). Three main areas (understanding, 
self-efficacy and attitudes) were identified and operationalised via six factors (23 state-
ments). The CFA achieved a mediocre fit only after allowing some error terms to correlate. 
This was especially the case in the Personal Data Privacy and Privacy Trade-Offs factors, 
which may indicate that the model as presented is not fully capturing these constructs and 
that some new statements/items are needed. Also, certain items had quite low loadings 
(Appendix 1), indicating low item-level reliability. Interestingly, those items were quite 
general level statements such as: ‘In social media, I often notice content that I recognise as 
being intentionally targeted at me’ in the factor Recognising Influence and ‘I do not dare to 
put my personal information on social media’ in the factor Defining Social Visibility. The 
instrument could benefit if those items were as specific as others in those factors. 

According to Tedre et al. (2020), people are often unaware of how and for what purposes 
their data can be used. Carmi et al. (2020) and Wenger (2023) note that it is highly im-
portant for people to identify different attempts to influence their activities and choices. 
The results of this article suggest that pre-service teachers were rather consistent in their 
responses, with small variations. Respondents were somewhat confident in their ability to 
recognise different influencing attempts. Still, the assessment of how well they understood 
the overall mechanisms of datafication was lower. This is understandable, as pre-service 
teachers are more confident with recognising influencing attempts, such as content gener-
ated especially for them. These attempts might be part of respondents’ everyday experi-
ences, recognising that different online contents had already aligned with their previous 
searches or articles they had read. Again, the invisible part related to data, its collection, 
analysis and profiling, remained invisible (Tedre et al., 2020), demanding more conscious 
research and familiarisation with the topic. From the perspective of computing educa-
tion, these results point toward the need for targeted teacher-education interventions that 
explicitly develop pre-service teachers’ data agency alongside core computing concepts. 
Without sufficient data agency, future teachers may struggle to move beyond surface-level 
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messages about digital safety to engage learners with the computational processes shaping 
their online lives.

When considering self-efficacy as part of data agency, previous studies emphasised that 
young people seem rather skilled in shaping online visibility and determining who can 
access their content (Davis & James, 2013; Hargittai & Marwick, 2016). Again, the chal-
lenge has been achieving self-efficacy, and actual skills, regarding commercial tracking 
and collection of data (Keen, 2020; Lapenta & Jørgensen, 2015). The result aligns with 
previous findings, with the difference being that self-efficacy affects social presence more 
than commercial data collection. The factor measuring the ability to affect social visibility 
was the second-highest data agency area, while the ability to affect data collection for com-
mercial purposes was lower. Aligning with Lapenta and Jørgensen (2015) and Lievens et 
al. (2019), it appears that, for respondents, the results of taking care of their social presence 
online are more important and more relevant on an ongoing basis than the more invisible 
effect resulting from personalised content. 

The results indicate that respondents valued their data. Previous studies suggested that 
young people often perceive the use of their data for commercial purposes as acceptable 
(Lapenta & Jørgensen, 2015; Selwyn & Pangrazio, 2018), and it has even been seen as 
an obligation of the platform providers (Selwyn & Pangrazio, 2018). Compared to these 
results, the findings seem rather contradictory. The value of personal data was perceived as 
high, and it seemed that pre-service teachers did not view their data as a suitable exchange 
for free applications. However, the role of personal data privacy was perceived more mod-
erately, suggesting that the challenges and risks of publishing personal data online did not 
create much concern. However, people who are unaware of the system may not be aware 
of its possible risks. 

The correlations between data agency areas showed that some areas were assessed simi-
larly, suggesting greater similarities in the lives of pre-service teachers. Correlations also 
indicated that understanding the uses of data was positively related to recognizing, influ-
encing, and handling the data collected. This highlighted the importance of understand-
ing the areas that are not readily visible to everyday social media users. Consistent with 
Lievens et al. (2019), the focus and target of acknowledged decisions (the data agency) 
seemed to center on current issues directly visible to users. Still, this area needs more 
research to better understand how pre-service teachers perceive data agency areas and, 
especially, how the areas affect one another. A more diverse set of methods would be ap-
propriate for future efforts.

Lupton and Williamson (2017) suggested that young people living in technology-rich en-
vironments gain a good starting point for developing their data agency during their child-
hood. The mean age of the respondents in this study was 24, indicating most were born at 
the beginning of 2000 and have lived their lives during web 2.0, social software and even-
tually datafication. However, assessments were rather cautious, mainly at the middle of the 
scale, suggesting that the areas measured are not overly familiar to pre-service teachers, as 
responses did not indicate a strong stance. Still, data agency and datafication are increas-
ingly important roles (Valtonen et al., 2019). The support young people receive from their 
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homes regarding the data agency varies greatly (Livingstone & Yoo, 2018; Stoilova et al., 
2020). Different levels of support may lead to inequalities in coping with the challenges of 
the digitalised society. This is true even in situations where teachers do include the chal-
lenges and risks related to online safety in their work, usually focusing on e-safety, but 
ignore concepts like tracking, profiling, targeted advertisement, recommender systems or 
other everyday techniques that drive the data economy (Stoilova et al., 2019; Valtonen et 
al., 2019). The results of this study indicate that future support for young people and pre-
service teachers will be appropriate to facilitate their improved understanding of the invis-
ible areas of datafication and the mechanisms, effects and possibilities of commercial data 
collection. This is a key area for developing a data agency, providing young people with 
the means to better contribute to their own lives and ensuring they remain independent of 
algorithms that attempt to make decisions on their behalf.

The role of data agency needs to be more prominently highlighted within teacher training. 
The topic should go beyond technical skills to address the often-invisible aspects of data-
fication and commercial data collection. Teacher education must help pre-service teachers 
understand how data flows, what mechanisms drive algorithmic decisions, and the societal 
implications of these processes, not only for their professional practice but also for their 
personal lives. Achieving this requires a holistic approach that combines courses in the so-
cial sciences and critical literacy with modules focused on digital technologies. Tools such 
as Somekone (https://somekone.gen-ai.fi/start) can provide valuable support for students 
and pre-service teachers to understand the mechanisms of social software, data collec-
tion, and recommendation systems (see Pope et al., 2025). In the future, there is a need to 
develop more of this kind of technology and related pedagogies. The aim is to ensure that 
future teachers can provide their students with a nuanced understanding of digitalization, 
its possibilities, and its risks for their personal agency, equipping them with the ability to 
make informed choices and decisions in environments increasingly shaped by algorithmic 
systems and data-driven platforms.

This study provides interesting perspectives on the data agency of pre-service teachers and 
on how to measure such agency. In the future, the questionnaire introduced will require 
further development and testing, especially regarding the two statements with low load-
ings. Furthermore, the Personal Data Privacy factor could be further developed to better 
highlight possible apathy (see Selwyn & Pangrazio, 2018) towards the potential for affect-
ing commercial data collection. 

In the future, it will be important to continue researching the data agency, especially in the 
context of teacher education. In addition, further research and understanding are needed 
about the nature of pre-service teachers’ data agency and ways to support data agency 
during teacher training. Altogether, the findings of this study should be interpreted with 
caution, as it relied on a relatively small, homogeneous sample of Finnish pre-service 
teachers. Also, the instrument demonstrated only a mediocre model fit in confirmatory 
factor analysis, suggesting that some constructs may not be fully captured and may require 
further refinement to improve validity. Nevertheless, this article represents an important 
step toward understanding pre-service teachers’ abilities to navigate a datafied society.
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6.	 Conclusion

This study provided insights into the nature of data agency among pre-service teachers and 
the importance of further studying this area. The developed questionnaire serves as a start-
ing point for this research area but still needs further development. Findings suggest that 
while pre-service teachers show a reasonable level of confidence across most data agency 
areas, they still face challenges in understanding the underlying datafication processes and 
associated commercial data practices. The invisible aspects of datafication need to be high-
lighted, and pre-service teachers’ understanding of these mechanisms should be supported. 
These results show the need for targeted educational interventions and improvements in 
teacher training programs to foster pre-service teachers’ stronger data agency and their 
capability to consider these themes within their future work in schools. From a computing 
education perspective, the data agency provides a framework that connects ethical, soci-
etal, and pedagogical concerns with an understanding of the technical mechanisms that 
drive datafication.
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 Appendix 1. 

Figure 3.  The six-factor measurement model.

Table 5. Item-level descriptive statistics with skewness and kurtosis values

Skewness Kurtosis
Mean SD Skewness SE Kurtosis SE

RI_1 4.52 0.707 -2.09611 0.191 6.8255 0.379
RI_2 3.20 1.121 0.00348 0.190 -0.8931 0.378
RI_3 3.49 1.047 -0.41084 0.191 -0.2872 0.379
RI_4 3.63 1.031 -0.63405 0.190 -0.1939 0.378
HDC_1 2.93 0.898 0.14786 0.191 -0.0799 0.380
HDC_2 2.61 1.068 0.28518 0.190 -0.4470 0.378
HDC_3 2.60 1.018 0.42719 0.191 -0.1644 0.379
PDP_1 3.06 1.115 -0.01399 0.190 -0.6430 0.378
PDP_2 3.68 1.098 -0.61178 0.190 -0.3730 0.378
PDP_3 3.21 1.119 -0.12685 0.190 -0.7026 0.378
PDP_4 3.97 0.929 -0.88058 0.191 0.9340 0.379
PDP_5 3.11 1.100 -0.02421 0.190 -0.6152 0.378
PTO_1 2.12 1.036 0.61068 0.191 -0.3579 0.379
PTO_2 2.19 0.912 0.40909 0.191 -0.5843 0.380
PTO_3 1.55 0.818 1.40799 0.190 1.1962 0.378
PTO_4 1.78 0.819 0.62945 0.191 -0.6409 0.380
PTO_5 1.63 0.833 1.17873 0.191 0.5758 0.379
DSV_1 3.71 1.232 -0.68399 0.190 -0.5261 0.378
DSV_2 3.88 1.173 -0.85582 0.191 -0.2398 0.379
DSV_3 3.13 1.276 0.00802 0.191 -1.1396 0.379
UUD_1 3.61 0.871 -0.33494 0.190 -0.2628 0.378
UUD_2 3.09 1.111 0.01997 0.191 -0.6819 0.379
UUD_3 2.66 1.188 0.24725 0.190 -0.8753 0.378


